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Abstract

Modern machine learning models heavily rely on large
datasets that often include sensitive and private informa-
tion, raising serious privacy concerns. Differentially pri-
vate (DP) data generation offers a solution by creating syn-
thetic datasets that limit the leakage of private information
within a predefined privacy budget; however, it requires a
substantial amount of data to achieve performance compa-
rable to models trained on the original data. To mitigate
the significant expense incurred with synthetic data genera-
tion, Dataset Distillation (DD) stands out for its remarkable
training and storage efficiency. This efficiency is particu-
larly advantageous when integrated with DP mechanisms,
curating compact yet informative synthetic datasets without
compromising privacy. However, current state-of-the-art
private DD methods suffer from a synchronized sampling-
optimization process and the dependency on noisy training
signals from randomly initialized networks. This results in
the inefficient utilization of private information due to the
addition of excessive noise. To address these issues, we in-
troduce a novel framework that decouples sampling from
optimization for better convergence and improves signal
quality by mitigating the impact of DP noise through match-
ing in an informative subspace, all without incurring addi-
tional privacy costs. On CIFAR-10, our method achieves
a 10.0% improvement with 50 images per class and 8.3%
increase with just one-fifth the distilled set size of previous
state-of-the-art methods, demonstrating significant poten-
tial to advance privacy-preserving dataset distillation.

1. Introduction

In modern machine learning, large datasets are essential
for training robust and accurate models. However, they
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Figure 1. (a) Overview of private dataset distillation. (b) CIFAR-
10 classification accuracy using distilled images with varying pri-
vacy budgets and images per class (IPC).
often contain sensitive information, posing challenges for
data sharing and privacy protection. Differentially private
(DP) data generation addresses this by producing synthetic
datasets within a controlled privacy budget, typically using
mechanisms like Differentially Private Stochastic Gradient
Descent (DP-SGD) [1]. These approaches aim to approxi-
mate the data distribution and generate privacy-preserving
samples. Despite notable advances, balancing utility and
privacy remains difficult. Moreover, generative models of-
ten require synthesizing and storing large volumes of data to
match real-data performance. For instance, Ghalebikesabi
etal. [11] generates data 20x larger than the original dataset
yet still underperforms it. Such volume demands lead to
high storage and computational costs during training.

Dataset Distillation (DD) [31] has emerged as a promis-
ing alternative that addresses some of the inherent limita-
tions of generative models. As fewer but highly informative
synthetic samples can be retained for comparable down-
stream performance, DD ensures that models trained on dis-
tilled datasets perform similarly to those trained on larger
original datasets with a significantly reduced storage.

While DD effectively minimizes dataset size and be-
comes visually anonymized, it does not inherently provide



privacy guarantees. Conversely, differentially private data
generation ensures privacy but with large synthetic dataset
sizes, which may not be storage or computation-efficient.
This presents a critical motivation for our work: to develop
a method that integrates the compactness of dataset distil-
lation with the stringent privacy guarantees of differential
privacy (Fig. 1a). Achieving this integration is challenging,
as both privacy preservation and dataset compactness tend
to negatively impact the utility of the dataset.

Integrating dataset distillation with differential privacy,
as in methods like PSG [4] and NDPDC [39], enables pri-
vate data synthesis by matching training signals (e.g., gra-
dients, features) from the original dataset. However, these
matching-based approaches face key limitations. First, they
couple sampling and optimization, requiring each optimiza-
tion step to be paired with new noisy queries, leading to de-
graded signal utility. Second, they rely on randomly initial-
ized networks to extract training signals, which often cap-
ture uninformative details and yield low signal-to-noise ra-
tios (SNR), amplifying DP noise effects. As a result, exist-
ing methods struggle to fully exploit limited private signals,
resulting in suboptimal distilled dataset performance.

To address the limitations of matching-based DD under
DP constraints, we propose a framework combining De-
coupled Optimization and Sampling (DOS) with Subspace-
based Error Reduction (SER) to better exploit information
from private data. DOS first samples a fixed number of
training signals under a DP budget, then optimizes the syn-
thetic dataset using these precomputed signals over a sep-
arate number of iterations. Decoupling these stages allows
flexible trade-offs: fewer sampling steps reduce cumulative
noise, while sufficient optimization improves image quality.
SER further boosts utility by projecting signals into an in-
formative subspace learned from auxiliary data, where DP
noise is injected. This concentrates signal power on high-
utility dimensions, increasing the signal-to-noise ratio and
mitigating DP degradation. Together, DOS and SER en-
hance noise efficiency, enabling compact synthetic datasets
that better balance privacy and utility.

2. Background and Related Works
2.1. Differential Privacy

Differential Privacy (DP) [10] is a rigorous mathematical
framework that quantifies the privacy guarantees of algo-
rithms operating on sensitive data. A randomized mecha-
nism M : B — R with domain B and range R satisfies
(e, 0)-differential privacy if, for any two adjacent datasets
B, B’ € B differing in at most one element, and for any
subset of outputs S C R, the following inequality holds:

Pr[M(B) € S] < e Pr[M(B’) € S] + 4.

where ¢ > 0 and § > 0 are parameters that measure the
strength of the privacy guarantee: the smaller they are, the

stronger the privacy. We enforce DP using the Gaussian
Mechanism (GM), which perturbs a function f : B — R?
by adding noise: GM,(B) = f(B) + N(0,0%l;). Un-
der the add/remove-one model, the /5-sensitivity of f is
bounded, allowing calibrated noise addition. To track cu-
mulative privacy loss, we adopt Rényi Differential Pri-
vacy (RDP) [19] with privacy amplification via subsam-
pling [32], and convert the results to standard (e, d)-DP
using composition rules. Finally, we apply the post-
processing property [10] to ensure that any downstream op-
erations preserve the established privacy budget.

2.2. Dataset Distillation

In the context of large datasets, dataset distillation aims to
reduce the dataset size while retaining the critical informa-
tion needed to train a model effectively. We denote a data
sample by x and its label by y, focusing on classification
problems where gy (+) represents a model parameterized by
0, and ¢(gg(x),y) denotes the cross-entropy loss between
the model output go(x) and the label y. Let D and Z de-
note the original and synthetic datasets, respectively. Our
objective is to find a smaller dataset Z such that training on
Z yields similar performance as training on D. Formally,
we define this dataset distillation problem as:

argmzin E(e,p)~p U(g0(2)(7),Y),
where 0(Z) = argngn E(z )~z (g0(2),y), |2] < |D|

Following the taxonomy developed in [23], we discuss
various previous methods of tackling this problem. Meta-
Model Matching involves an inner optimization step to up-
date model parameters # and an outer optimization step
to refine Z, aiming to make Z as informative as possi-
ble for training 8. Wang et al. [31] use stochastic gradi-
ent descent (SGD) for the inner loop and Truncated Back-
propagation Through Time (TBPTT) to optimize the outer
loop by unrolling a fixed number of inner loop steps. Gra-
dient matching methods focus on matching the gradients
of the neural network parameters when trained on synthetic
data to those when trained on the original data. For in-
stance, Zhao et al. [37] proposes optimizing synthetic data
such that the gradients of a model trained on this data mimic
those from the original dataset, effectively capturing essen-
tial training dynamics in a condensed form. Extensions
like [36] incorporate differentiable data augmentation to en-
hance diversity and robustness. trajectory matching meth-
ods extend this idea by matching the entire training tra-
jectory of the model parameters. Cazenavette [3] match
the sequence of model states during training (the trajec-
tory) when trained on synthetic data to those from the real
data, capturing a more comprehensive view of the learning
process. This approach ensures that the condensed dataset
leads to similar model behavior throughout training, not



just in immediate gradients. Subsequent works build upon
these concepts by integrating contrastive signals [15], align-
ing loss curvature [26], and scaling up to larger datasets
[6], among others. Distribution matching methods focus
on aligning feature distributions between synthetic and real
datasets; [30] proposes aligning features in a latent space
to improve condensation, and subsequent works minimize
statistical discrepancies using metrics like Maximum Mean
Discrepancy [35] or exploit attention mechanisms for effi-
cient distillation [24]. Liu et al. [16] introduces Wasserstein
distance as an alternative metric of distribution discrepancy
to build a distribution matching framework. Kernel-based
distillation methods leverage theoretical insights from ker-
nel ridge regression and infinitely wide networks to dis-
till datasets; foundational works like [20, 21] utilize ker-
nel methods for condensation, while later studies improve
efficiency and scalability through neural feature regression
[40] and random feature approximations [17]. Other works
continue to refine these approaches by incorporating im-
plicit gradients and convex optimization techniques [9, 18].
These various methodologies reflect the diverse approaches
employed in dataset distillation, each contributing unique
perspectives and techniques.

2.3. Differentially Private Dataset Distillation

The integration of dataset distillation (DD) with differen-
tial privacy (DP) has received considerable attention in re-
cent literature. A recent technique known as DP-KIP, pro-
posed by Vinaroz and Park [29], utilizes DP-SGD to up-
date synthetic data within the Kernel-Induced Points (KIP)
framework, offering an effective approach for distilling pri-
vate datasets. Another well-developed direction involves
incorporating DP within matching-based methods, where
calibrated Gaussian noise is added to the matching signal
before computing matching metrics. For example, Private
Set Generation (PSG) [4] introduces Gaussian noise into
clipped gradients for matching, while Non-linear Differ-
entially Private Dataset Condensation (NDPDC) [39] ap-
plies Gaussian noise to clipped features extracted from ran-
domly initialized networks. By the post-processing theo-
rem, these matching-based methods ensure differential pri-
vacy by aligning DP-protected signals from private datasets.

However, current matching-based DP-DD methods of-
ten couple the process of sampling signals from the private
dataset with the process of optimizing the distilled images.
We argue that this coupling leads to unnecessary noise ad-
dition. When sampling and optimization are performed si-
multaneously, their iterations are forced to be equal. When
a high number of optimization iterations is required for
convergence, an equally large number of sampling steps is
needed. These numerous sampling steps require adding ex-
cessive noise to maintain DP. Consequently, the trade-off
between iteration count and noise magnitude limits the ef-

fectiveness of these methods, as they struggle to maximize
signal utility from the private dataset within a fixed privacy
budget. Moreover, due to restricted access to the private
training dataset, matching-based methods rely on randomly
initialized neural networks to extract training signals from
the private data, instead of a pre-trained network. How-
ever, randomly initialized networks capture numerous un-
informative details, which lowers the signal-to-noise ratio
(SNR) of the training signals. This low SNR amplifies the
negative impact of added noise, further compromising the
utility of the training signals and the performance of the dis-
tilled dataset.

3. Methodologies

Our approach maximizes the utility of training signals from
two perspectives: first, we decouple the sampling process
from the optimization process, allowing for extended opti-
mization iterations without unnecessary noise addition; sec-
ond, we introduce an auxiliary dataset via generative mod-
els to identify the most informative signal subspace within
randomly initialized neural networks, enhancing the signal-
to-noise ratio (SNR)' to reduce the impact of added noise.

3.1. Preliminaries and Annotations

Private dataset Let D = (X(9), y(C>)f:1 denote the pri-
vate dataseE,’) whge: C' is the total number of classes.
X = {:cj° };VZI is the set of images belonging to class
c. y(© is the label associated with class ¢. N(©) = |X(C)| is
the number of images per class (IPC).

Synthetic Dataset Our goal is to generate a synthetic
dataset Z = {Z(©}C | where Z(¢) = {zj(-c)};»”il repre-
sents the set of synthetic images for class ¢, and M is the
number of synthetic IPC.

Training Signal We consider various types of train-
ing signals in matching-based methods, such as features
in distribution-matching methods [39] and gradients in
gradient-matching methods [4]. Our framework can be gen-
eralized to any type. The extraction of the signal is repre-
sented by a parameterized function fy, and the final signal
for the matching is denoted v and w for the real and syn-
thetic datasets.

3.2. Decoupled Optimization and Sampling (DOS)
3.2.1. Sampling Stage

In the sampling stage, for each class ¢, we perform the fol-

lowing steps to sample training signals at the " iteration:

. Data Sampling: For each class ¢, sample a batch of im-

ages X'°) ~ POISSONSAMPLE (X, <L) from the pri-
vate dataset D(¢) using Poisson sampling with probability

1. Noise here in SNR refers to the uninformative features captured by ran-
domly initialized neural networks, not the noise added for DP guarantees
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Figure 2. Overview of our proposed framework, which integrates Decoupled Optimization and Sampling (DOS) with Subspace Discovery

for Error Reduction (SER).

L/N(©), where N(©) = |D(9)| is the total number of images
in the dataset, and L represents the group size.

©
the current i*” iteration, apply a differentiable augmentation
function A using a random seed (;, denoted as A, (azgcj))
The augmentation function A [37] includes transformations
such as random cropping, color saturations, and other tech-
niques to enhance data diversity. Next, extract training sig-
nals using a parameterized function fp,, where fy, performs
feature extraction in distribution-matching methods [39]
or gradient computation in gradient-matching methods [4].
The parameter set 6; is reinitialized for each batch sam-
pled, allowing fy, to represent images across diverse sig-
nal spaces with randomly sampled parameters. To satisfy
differential privacy requirements, the extracted signals are
clipped to limit their sensitivity by the clipping function

. Signal Extraction: For each sampled j** image x;°) at

clipy (v) = v - min (1, ﬁ) . This ensures that the norm
of v does not exceed the threshold K. The entire process

of extracting the training signal v; ; from the sampled batch
Xi(c) can be represented by the following function:

Vig = Fepo (@) = clipy o f, 0 Ag, (:c(])> S

. Aggregation and Noise Addition: To ensure differential
privacy, compute the aggregated signal and then add Gaus-
sian noise:

= pl +m, @)

where the aggregated signal /L(C)

, 18 defined as

@_ 1

=7 >

=9

Fe ok (), 3)

and m; ~ N(0,02I) represents the Gaussian noise added
for privacy. The noise scale o is determined based on the de-
sired privacy budget (¢, ¢), and the calculation of ¢ follows
the process introduced by Zheng and Li [39] and through
the Opacus library [34].

Following these steps, after I; iterations, we obtain a
dataset of DP-protected training signals denoted by S =
{S(©1C_| where C is the number of classes. Each subset
S = {(fus, ¢, 0;) 1L, contains I; tuples, with each tuple
consisting of:

e [1;: the noisy aggregated training signal,
¢ (;: the random seed used for data augmentation,
* 6;: the sampled model parameters at iteration :.

According to the post-processing theorem [10], any op-
eration on the DP-protected signal set that is independent
of the private data does not incur additional privacy costs.
Thus, we can repeatedly use the protected signal set for sub-
sequent optimization steps.

3.2.2. Optimization Stage

In the optimization stage, we utilize the stored training sig-
nals to optimize a synthetic dataset Z = {Z(©}C_| for I,
iterations, which is initialized with random Gaussian noise.
For each optimization iteration and each class c, the follow-
ing steps are performed:

1. Signal Retrieval: Randomly select ('), ¢;, 0;) € S©.
2. Synthetic Signal Computation: Apply F in Eq. (1) to the
synthetic images with the stored random seed (;:

1
pny = > Feo.x(Z). )
ZjezZ()

3. Loss Calculation: Compute the squared ¢y distance be-



tween the synthetic and noisy real aggregated signals:

2

£ = [l - uf) 5)

2

. Parameter Update: Update the synthetic images Z(°) by
performing gradient descent on the loss £,

By decoupling sampling and optimization, we can assign
different numbers of iterations I; and I to each process
separately. This allows the optimization to converge bet-
ter through longer iterations without introducing extra DP
noise to the sampled signals.

3.3. Subspace discovery for Error Reduction (SER)

Improving the SNR in the raw extracted signal is another ef-
fective way to reduce the impact of later added DP noise. To
improve the SNR, we introduce Subspace Discovery for Er-
ror Reduction (SER). SER leverages generative models to
create auxiliary images that mimic the private dataset, en-
abling the identification of an informative subspace within
a randomly initialized neural network. By projecting the
signals onto the subspace, we effectively reduce the amount
of noise captured by random neural networks, thereby en-
hancing the SNR and reducing the impact of the DP noise.

Theoretical Insights To understand the benefits of sub-
space projection in the context of differential privacy, we
analyze the mean squared error (MSE) in estimating the true
mean signal g with or without projection where the true
e x(e) []:(wgp))] To perform
this comparison, we start with the following basic assump-
tion about the signal vector:

mean of the signal p = E_;
J

Assumption 1. Each signal vector v;, obtained by trans-
forming a randomly sampled real data point x; using the
Sfunction F, can be modeled as:
vi=p+pj+r; vl <K, (6)
where p € RP is the true mean signal vector, p; € RP
represents the informative signal with zero mean and co-
variance matrix ¥, (of rank d), and r; € RP denotes the
uninformative signal with zero mean and covariance 3.

The differentially private noisy mean in the original
space is calculated as fioig = % Evie s Vi + Torig, Where
Norig ~ N(0, ogrigl[ p) is Gaussian noise added to sat-
isfy a given differential privacy budget (e,d). Then, the
noisy mean in the projected space is obtained by fip; =
T Y wies P 0i + Mproj, where i ~ N(0, o2 oilla) is the
Gaussian noise added in the projected space, with the same
budget (¢,6). The noisy mean can then be reconstructed
back to the original space via fipack = P fiproj. Under these
conditions, the MSE in estimating the true mean g with and
without projection can be defined as:

u
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Figure 3. Illustration of Subspace discovery for Error Reduction
(SER). We aim to achieve lower MSE within the differentially pri-
vate framework by projecting training signals onto an informative
subspace.

MSEorig =K |:||ﬂorig - N”ﬂ )
MSEpk = E [Hﬂback - HHg} .

We formulate the difference between the two MSEs (as
shown in Fig. 3) with the following theorem:

(7

Theorem 1. Under the same budget of differential privacy
(¢,0), the difference of MSE with and without projection P
in estimating the true mean p can be decomposed into the
three terms:

1
MSE,;iy — MSEpue = ZTr (I-PPN,)

Projection Residual
2 max; [|v; 13 D_d
G (man 1P ;3

Dimensional Reduction Effect

1
(1 = PPl + 7 (- PPT)S,).

Projection Error

Please refer to Appendix A for the complete proof. We
analyze the three terms separately as follows:
Projection Residual: This term captures the variance in
the uninformative signal excluded by the subspace P, quan-
tifying the uninformative components that are discarded
during projection.
Dimensional Reduction Effect: This expression indicates
that the reduction in MSE benefits from (1) the norm reduc-

tion after projection, given by %, and (2) the dimen-
sionality reduction from D to d.

Projection Error: This term measures the error from pro-
jecting the true mean p and the informative signal variance
Yp into P. It depends on the subspace dimension d and

the alignment between the auxiliary and private datasets. A



well-chosen subspace minimizes this error while preserving
noise reduction benefits.

In summary, the theorem shows that dimensionality re-
duction minimizes error in estimating the true mean by (1)
discarding uninformative variance in P and (2) leveraging
norm and dimensionality reduction post-projection. How-
ever, projection error introduces a trade-off, potentially im-
pacting performance due to reduced dimensions and dataset
discrepancies. To address this, we propose two methods for
creating an auxiliary dataset D,y:

Leveraging Pre-trained Models: We use a pre-trained
foundation model such as Stable Diffusion (SD) [22] to gen-
erate images for each category. This approach is particu-
larly effective when the target dataset’s distribution closely
aligns with the pre-trained model’s distribution. Since it
does not involve the private dataset, it also incurs no addi-
tional privacy cost. One would argue that if we already have
a generative model that can produce images for a specific
class, a direct approach is to generate images for distilla-
tion. The key advantage of our method is that it ensures
the distilled images we generate align well with the distri-
bution of the target dataset, capturing its unique character-
istics more accurately while using images from generative
models could result in distribution discrepancy.

Using Differentially Private Generative Models:
Given a total privacy budget (¢, ), we allocate a portion
(€1, d1) to train a generative model, such as a differentially
private diffusion model (DPDM) [&], on D. We then per-
form SER using a generated dataset by the trained model
and proceed with dataset distillation under the remaining
privacy budget (e, 02), ensuring that €; + e2 = € and
01 + 02 = 6. This method maintains the overall privacy
budget, as formalized in the following theorem:

Theorem 2. The process of distilling the private dataset D
with an (€1, 61)-DP mechanism, supported by SER with an
auxiliary dataset D, satisfying (€2, d2)-DP to D, achieves
(61 + €9,01 + 52)-DP to D.

This theorem applies the basic composition theorem (see
Appendix A for the proof). Training a generative model
on the private dataset requires an additional privacy cost.
However, it is useful when the target domain is special-
ized, such as medical imaging or other niche fields not
well-represented by foundational generative models typi-
cally trained on natural images.

3.4. Overall Framework

Our framework that combines DOS and SER for differen-
tially private dataset distillation, named Deosser, is illus-
trated in Fig. 2. In the sampling stage for class ¢, for
each iteration ¢, we initialize random neural networks and
identify informative signal subspaces through PCA on the
auxiliary data, giving the projection P. We then sample

private data batch Xi(c) and obtain the training signal by
ﬂl(.c) =1 > PT]-'(:BE-Z-))—i—m. We store P at each iteration
i along with the data tuples, forming sets (f;, (;, 0;, P;) in
S. During the Optimization Stage, we iteratively update the
synthetic dataset by aligning it with the stored noisy training
signals within the identified subspaces by:

2
Il(C) - ‘PLTH(ZC) )

i

rl —

where u(ZC) = L Y oeeze PTF(29) is the averaged
signal from the synthetic dataset in the subspace. This pro-
cess leverages decoupled sampling to allow extensive opti-
mization without additional privacy costs, while subspace
discovery ensures that synthetic data captures the most rel-
evant information from the original data.

4. Experiments

4.1. Experimental Settings

Dataset For empirical evaluation, we use the MNIST [7],
FashionMNIST [33], and CIFAR-10 [5] datasets. MNIST
contains 70,000 28 x 28 grayscale images of handwritten
digits (0-9), with 60,000 for training and 10,000 for test-
ing. FashionMNIST, a more challenging variant, includes
60,000 28 x 28 grayscale images across 10 fashion cate-
gories, split into 50,000 training and 10,000 testing images.
CIFAR-10 consists of 60,000 32 x 32 color images across
10 classes, with 50,000 for training and 10,000 for testing.

Methods We evaluate the effectiveness of our method in
comparison with several state-of-the-art differentially pri-
vate data distillation approaches under a strict privacy bud-
get of (¢ = 1,6 = 107°). The methods we compare
include DP-Sinkhorn [2], DP-MEREF [12], PSG [4], DP-
KIP-ScatterNet [29], and NDPDC [39]. As a baseline, we
also compare the above-mentioned methods with standard
distribution matching without differential privacy, noted as
DM w/o DP, to better understand the performance gap with
and without differential privacy. We implement Dosser with
distribution matching, based on the framework established
by Zheng and Li [39]. In our method, unless otherwise
specified, we set the sampling iteration to 10,000, the op-
timization iteration to 200,000, and the privacy budget to
(1,107°). We also adopted Partitioning and Expansion
Augmentation (PEA) from Improved Distribution Match-
ing [38], which is a technique to enhance dataset distilla-
tion by splitting and enlarging synthetic images, to boost the
performance of our framework. For SER, on MNIST and
FashionMNIST, we construct an auxiliary dataset by train-
ing a differentially private diffusion model (DPDM) [8] on
the private dataset with a privacy budget of (0.2¢, 0.20), fol-
lowed by dataset distillation with (0.8¢, 0.84), ensuring an
overall privacy budget of (e,0) as outlined in Theorem 2.



We determine the privacy-budget allocation empirically, se-
lecting the split that yields the highest validation accuracy.
The results of using other DP generators can be found in
Appendix D.3. For CIFAR-10, we construct the auxiliary
dataset directly using SD-v1-4 [22]. We set the subspace
dimension to 500 and the auxiliary dataset size to 1000; ad-
ditional details are in Appendix D.

4.2. Evaluation Against Baselines

We compare the accuracies of various methods on MNIST,
FashionMNIST, and CIFAR-10 under (1,107°)-DP with
IPC of 10 and 50. The results are shown in Table 1. DM
without differential privacy, highlighted in green, achieves
the highest accuracy across datasets, showing the upper-
performance limit without the added privacy constraints.
Matching-based methods are highlighted in blue rows.
Among them, NDPDC, which is derived from DM, exhibits
noticeable accuracy degradation due to the addition of DP
noise. This comparison directly highlights the impact of
privacy noise on model performance. Our method, Dosser,
builds upon NDPDC by enhancing the matching process
with DOS and SER, improving its accuracy under the same
privacy constraints. These additions increase the utility of
the training signal, allowing Dosser to achieve higher ac-
curacy than NDPDC. Specifically, Dosser provides an aver-
age improvement of 1.6% on MNIST, 2.1% on FashionM-
NIST, and 10.6% on CIFAR-10, with more substantial gains
observed on the more complex datasets. Notably, Dosser
exhibits a much smaller accuracy gap to the original DM
without differential privacy. This difference is especially
apparent on CIFAR-10 with IPC=10, where Dosser’s per-
formance gap from DM w/o DP is only 1.5%, compared to
NDPDC’s 11.7% gap. In general, Dosser’s strong perfor-
mance in datasets, especially with close accuracy with DM
w/o DP, demonstrates its superior ability to mitigate the ef-
fects of noise within the differential privacy framework.

4.3. Ablation Studies

In this section, we conduct ablation studies on three key as-
pects: 1) evaluating the performance gain contributed by
each of the proposed modules, 2) examining the effect of
increasing the number of training iterations to show how
DOS improves performance through additional optimiza-
tion steps, and 3) analyzing the impact of varying the di-
mensionality of the projected subspace in SER, as well as
the amount of auxiliary data used in SER.

4.3.1. Ablating Contributions of DOS and SER

In this study, we evaluate the individual contributions of
DOS and SER to performance improvement, the results
on CIFAR-10 are shown in Table 2. When applying DOS
alone, accuracy improves by an average of 4.3% compared
to the baseline without DOS and SER, demonstrating the
advantage of additional optimization steps. Applying SER

w/o DOS Full PCA
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Figure 4. Ablation studies on CIFAR-10 with ConvNet.

alone also enhances results due to the increased signal-to-
noise ratio introduced by SER; however, the improvement
is more modest at around 1.9%. The improvement is lim-
ited when the noise required is small (¢ = 10). When both
DOS and SER are applied together, the combined benefits
are clear: SER effectively capitalizes on the additional op-
timization steps provided by DOS, resulting in a 5.7% im-
provement over the baseline. This indicates that while SER
enhances the signal-to-noise ratio, additional training itera-
tions are essential for achieving optimal convergence. DOS
and SER complement each other by enhancing the utility of
training signals from two different aspects, achieving higher
accuracy when combined.

4.3.2. Impact of DOS Hyperparameters

To investigate the impact of hyperparameters in DOS,
specifically the number of optimization iterations, we an-
alyze the accuracy changes during optimization in four typ-
ical settings varying IPC and ¢, while keeping § = 1075,
The results on CIFAR-10 are presented in Figure 4a. In
each setting, the sampling iteration count is set to 10,000, so
the leftmost point (where the optimization iteration equals
10,000) can be regarded as the scenario without DOS. From
the figure, we observe that without DOS (optimization itera-
tion = 10,000), the optimization process of synthetic images
does not fully converge, resulting in low test accuracy for
downstream tasks. As the optimization iterations increase,
accuracy gradually improves and ultimately reaches a much
higher level than without DOS, demonstrating the neces-
sity of decoupling sampling and optimization. The effect
of DOS is particularly pronounced with higher IPC values;
the accuracy gap between the initial and final evaluations is
greater when IPC= 50 than when IPC= 10, regardless of
whether e = 1 or e = 10.

4.3.3. Impact of SER Hyperparameters

To examine how subspace dimensionality and the size of
the auxiliary dataset in SER influence matching efficiency,
we analyze downstream accuracy on CIFAR-10 across var-
ious settings, as illustrated in Figure 4b. The ConvNet fea-
ture dimension is 2048. Our results indicate minimal im-



| MNIST FashionMNIST CIFAR-10
Method | IPC=10 IPC=50 | IPC=10 IPC=50 | IPC=10 IPC=50
DM w/o DP 97.8 99.2 84.6 88.7 52.1 60.6
DP-Sinkhorn [2] 31.7+ 3.2 33.9+1.7 9.8+ 0.0 22.0+0.1 — —
DP-MEREF [12] 75.0 4+ 0.3 84.4 4+ 2.3 65.5 + 3.2 71.3+£1.7 — —
DP-KIP-ScatterNet [29] 25.8 +2.1 13.8 £ 2.6 177+ 1.5 16.2 +£1.2 16.8 £ 1.1 9.5+ 0.5
PSG [4] 78.6 £ 0.7 = 68.5+ 0.5 = 33.6 0.3 =
NDPDC [39] 93.1+ 0.4 94.1 4+ 0.4 77.7 £ 0.6 78.8 £ 0.4 39.44+0.8 42.3 + 0.8
Dosser (ours) 95.3 + 0.0 96.4 £ 0.0 81.6 +0.1 81.8+ 0.2 44.2 + 0.2 49.1 + 0.5
Dosser (ours) w/ PEA [38] 96.4+ 0.0 96.7+0.1 80.1 + 0.5 83.1+0.5 50.6 + 0.1 52.3 + 0.6

Table 1. The table presents a comparison of accuracies achieved by various methods on three datasets: MNIST, FashionMNIST, and
CIFAR-10, evaluated under a privacy budget of (1,107°). Each method’s performance is reported for IPC of 10 and 50.

Dosser Components ‘ (IPC, €)

DOS SER | (10,1) (50,1) | (10,10) (50,10)
X X 41.7+0.0 45.7+£0.1 | 54.14+0.0 57.74+0.0
v X 4774+0.1 51.04+0.2 | 56.7£0.5 61.1+0.1
X v 46.5+0.2 478403 | 54.7£0.5 57.6+£0.0
v v 50.6+0.1 52.3+0.3 | 58.0+0.2 61.0+0.0

Table 2. Performance improvements from individual and com-
bined contributions of DOS and SER components under varying
IPC and privacy settings on CIFAR-10.

pact from varying the auxiliary dataset size, likely because
the variance in PCA parameters across different auxiliary
dataset sizes is small and thus has little effect on matching
performance. The only benefit of increasing dataset size is
to increase the maximum dimension we can project with
PCA. A notable observation is the substantial accuracy gap
between using the full 2048-dimensional feature space and
the results without SER. When the reduced dimensionality
is set to 2048, PCA effectively performs as a single linear
transformation that concentrates high-variance components
in the top dimensions. This suggests that PCA’s benefits
are not solely due to error reduction via dimensionality re-
duction but also from emphasizing high-variance compo-
nents. Since the Gaussian noise is uniformly distributed
across all dimensions, concentrating high-variance signals
into fewer components enhances the signal-to-noise ratio in
those dimensions, thereby improving matching efficiency.
We conducted additional quantitative experiments to assess
the direct impact of our method on noise reduction; see Ap-
pendix B for details.

5. Limitations

A limitation of our method is that it is specifically de-
signed for matching training signals from randomly initial-
ized networks, which is less competitive. Recent advances
in DD, especially those scaling to larger datasets like Im-
ageNet [14], often require pre-trained models for extract-
ing matching signal or based on trajectory matching etc.,

which have not yet been adapted to DP-constrained scenar-
ios. In future work, we aim to explore ways to adapt our
approach to more advanced matching-based DD techniques
or other state-of-the-art DD methods. Another limitation
lies in SER, which requires an auxiliary dataset that closely
matches the distribution of the training data. For natural im-
age datasets or large datasets, we can create this auxiliary
dataset using foundational generative models or by training
a generative model with DP on the large dataset. However,
for specialized domain datasets with limited data, the per-
formance of SER may be constrained.

6. Conclusion

In this paper, we introduced a novel framework for differ-
entially private dataset distillation that combines two key
innovations: decoupling the sampling and optimization pro-
cesses and applying subspace projection to improve signal
utility. Our approach addresses the limitations of existing
matching-based methods by enabling independent control
over sampling and optimization iterations, which reduces
cumulative noise injection and allows for more efficient uti-
lization of the privacy budget. Additionally, our use of sub-
space projection identifies and focuses on the most infor-
mative signal subspace, effectively increasing the signal-to-
noise ratio within each training signal. Experimental re-
sults across multiple datasets validate that our framework
achieves superior accuracy and privacy efficiency compared
to traditional methods. Our method offers a substantial im-
provement in differentially private dataset distillation, set-
ting a new standard for privacy-preserving data synthesis.
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Improving Noise Efficiency in Privacy-preserving Dataset Distillation

Supplementary Material

A. Theoretical Analysis

Lemma 1. Let V = {v;, }JL:1 be a dataset of L samples
v; € RP. Let P € RP*4 pe a matrix with orthonormal
rows (i.e., PPT = 1;). Suppose that adding Gaussian
noise n ~ N(0,0%1p) to the sample mean ensures (e, 6)-
differential privacy:

1 L
,aorig = Z Zvj +n.
j=1

Then, adding Gaussian noise ' ~ N(0,0314) to the pro-
Jjected sample mean:

L
. 1
Opack = P ZZPTUJ+77/ ;

j=1
ensures (¢, 0)-differential privacy, provided that

o1 max; vy
g2 man ||PT’Uj||2.

Proof. We start by recalling that the Gaussian mechanism
provides (e, §)-differential privacy when noise drawn from
N (0,021) is added to a function M, where the noise scale
o is proportional to the function’s ¢5-sensitivity A .

The sensitivity of the sample mean function Mg (V) =

LS~ v, is given by
B = 5 [ Mo V) ~ MoV

where V and V' differ in at most one element. The maxi-
mum change occurs when one sample is replaced, yielding

1
Aorig = — max ||v;]|2.
orig = 7 max[|vil2

Similarly, for the projected mean function Mpi(V) =
L5~ | PTu, the sensitivity is

1
Aproj = 7 max ||PTU1—H2 .

The Gaussian mechanism requires the noise scale o to
be proportional to the sensitivity. Therefore, the ratio of the
noise scales should match the ratio of sensitivities:

o1 _ Aorig ~ maxy ||'Ui||2

oy Aproj " max; |PToll,

Theorem 1. Under the same budget of differential privacy
(¢, 0, the difference of MSE with and without projection P
in estimating the true mean p can be decomposed into the
three terms:

1
MSEorig — MSEpuex = ETr ((I - PPT)ET)

Projection Residual

Lo (il
i \[PTo,[3

Dimensional Reduction Effect

1
— (1= PP ull+ £ Tr (I - PPT)S,)

Projection Error

Proof. We analyze the MSE in both the original and pro-
jected spaces to establish the theorem.
First, consider the noisy mean in the original space:

llorig = U+ W + Norig;

where w = +3° ;(pj + r;) represents the sampling de-
viation from the true mean due to finite sample size and
inherent data variability.

The MSE in the original space is then:

. 2 2
MSEoig = E [ ftoig — 2l3] = E [l + o]
Expanding the squared norm, we obtain:
MSEi, = E [”wll%] +E [HnorigH%] +2E [WTnorig} :

Since w and 7, are independent and both have zero mean,
the cross term vanishes:

E [anoﬁg] =0.
Thus, the MSE in the original space simplifies to:
MSEosg = E [[[w]5] + E [[I70rg 3] -
Next, consider the noisy mean in the projected space:
fipro = P (1t + @) + Mo,
and the reconstructed noisy mean in the original space:
fivack = Pfipj = PP (1 + w) + Prpr.

We introduce an error term to account for the recover
error from PCA transformation. Specifically, define:

£P:PPTNJ_“'7



which quantifies the deviation of the true mean p from its
projection onto the subspace spanned by P. If P perfectly
captures the mean, then {p = 0. Otherwise, {p represents
the component of p orthogonal to the subspace spanned by
P.

Substituting this into the expression for fip,cx, we obtain:

Pback = N+PPTw+P77proj +&p.

The MSE in the projected and reconstructed space is
therefore:

MSEback =E |:||ﬂback - l"‘”%}
=E [HPPTW + Pnproj + fPH;:|
=E[|PPTw|3] +E [[| Pnpll3] + E [P 3]
+2E [(PPTw) " (Pnyoj)] + 2E [(PPTw) "¢p]
+2E [(Prprf) ' €p] -

Given that w, M), and Ep are all zero-mean and mutually
independent, the cross terms vanish:

E[(PPTw) (Pny)] =0,
E[(PPTw) ¢p| =0,

E [(Pnpmj)Tgp] =0.

Thus, the MSE in the projected and reconstructed space
simplifies to:

MSEpuck = E [||[PP " w|3] +E [| Prpeoill3] +E [[I€pI15] -

To evaluate these expectations, we consider the proper-
ties of covariance matrices. The covariance of w is:

Cov (w) = 7 (5, +5,).
Thus, the first term becomes:
E [||PPTw||§] =Tr (PPTCOV (w))
= %Tr (PPT(S,+%,)).

For the second term, since Mpj ~ N (O,oﬁrojld), we
have:

E [”PTIprOng} =Tr (PTPE [npmjn;;oj])

=Tr (P Po}l4)

=02, Tr (P P)

=2 d.

= Oproj

The third term, E [||£p||3]. quantifies the error between the
mean estimated in the subspace and its projection back to
the original space compared to the true mean:

E[l€pl3] = [ép)3 = |PPT 1 — pll3.

Therefore, the MSE in the projected and reconstructed
space is:

1
MSEback = ETr (PPT(Z;D + ZT))+U§rojd+|‘PPTN_N“%'
Comparing this with the MSE in the original space:
orig

1
MSE;i; = ZTr (8, + %) + 02D,

we define the difference A as:

A= MSEorig — MSEpack

1
= ZTI (Ep + E'r') + UgrigD

1
. <LTr (PP (S, +%,)) + 0%yd+ | PP p — uII%) :

Simplifying the trace terms, we observe that:
Tr (S, + X,) — Tr (PPT (2, + 5,))
—Tr (I - PPT)(S,+%,)).

According to Lemma 1, we have:

2. D 2 J=c2 <maxjvj||§D_d>.

orig” ~ Tproj proj max; ||P ij H%

Substituting above into the expression for w, we obtain:

1
A= T ((1- PP")%,)

Projection Residual

Moy 112
+U§r0j ( max; [|v;][3 D— d)

max; |PTv;||2
j 7112

Dimensional Reduction Effect

1
(1= PPl + Te (T - PPT)S,).

Projection Error

O

Theorem 2. The process of distilling the private dataset D
with an (€1, 61)-DP mechanism, supported by SER with an
auxiliary dataset D, satisfying (e, 02)-DP to D, achieves
(61 + €9,01 + (52)—DP to D.

Proof. To prove Theorem 2, we utilize fundamental prop-
erties of differential privacy, specifically the Basic Compo-
sition Theorem and the Post-Processing Theorem.

Lemma 2 (Basic Composition Theorem [10]). If a ran-
domized mechanism M satisfies (€1, 61)-DP and another
randomized mechanism My satisfies (€3, 02)-DP, then the
sequential composition of these mechanisms, defined as
M = My o My, satisfies (¢1 + €2,01 + d2)-DP.



Lemma 3 (Post-Processing Theorem [10]). Any data-
independent transformation of the output of a differentially
private mechanism does not degrade its privacy guarantees.
Formally, if M satisfies (¢, 0)-DP, then for any determinis-
tic or randomized function f, the mechanism f o M also
satisfies (€,9)-DP.

We define the two mechanisms involved in the process
as follows.

Let M, represent the mechanism responsible for SER.
The input to M is the private dataset D, and its output
is the auxiliary dataset D,,x. By assumption, M satisfies
(€1, 61 )-differential privacy with respect to D.

Let M, represent the mechanism responsible for the dis-
tillation process. The inputs to M, are the private dataset D
and the auxiliary dataset D,yx, and its output is the distilled
dataset Z. By assumption, M satisfies (€2, d2 )-differential
privacy with respect to D.

It is important to note that M utilizes D,yx, Which is
already the output of M. However, since M ensures that
D is (€1, 1)-DP with respect to D, any further process-
ing of D,yx by My is considered post-processing of a DP-
protected output.

Applying Lemma 3, the usage of D,,x by My does not
introduce any additional privacy loss beyond what is al-
ready accounted for by M. Therefore, M5 maintains its
(€2, 62)-DP guarantee with respect to D independently of
Daux-

Since M and My are applied sequentially, we apply
Lemma 3. The cumulative privacy loss incurred by applying
both mechanisms in sequence is the sum of their individual
privacy parameters.

Formally, the overall mechanism M, defined as:

M = MQ o Ml
satisfies:
M satisfies (€1 + €2, 01 + d2)-DP.

By sequentially applying M; and Ms, and leverag-
ing both the Basic Composition and Post-Processing The-
orems, we conclude that the combined process satisfies
(€1 + €2, 81 + 02)-DP with respect to the private dataset D.

O

B. Additional Quantitative Analysis

B.1. Effect of Privacy-Budget Split

Table 3 shows how allocating the total budget (¢=1.0) be-
tween auxiliary data generation (e;) and DP-based optima-
tion (e2) affects downstream accuracy.

(e1,6) | (09,0.1) | (08,02) | (0.7,0.3) | (0.6,04) | (0.5,0.5)
IPC [ 10 50 | 10 50| 10 50 | 10 50 | 10 50
MNIST 963 965 | 964 967959 96.1 | 949 952|932 945
FashionMNIST | 80.2 829 | 80.1 83.1|79.7 824|788 808|762 794

Table 3. Accuracy (%) under different privacy-budget splits
€1+e2=1.0, fixing 61 = J2 = 5 X 10%. Results show that al-
locating €;:e2=0.8:0.2 offers a overall good trade-off.

B.2. SER Performance Across Varying Noise Lev-
els & Subspace Dimensions

Figure 5 details how the mean squared error (MSE) of mean
estimation evolves on MNIST when varying both the noise
multiplier and the number of retained subspace dimensions
(horizontal axis in each subplot). Solid curves denote our
method with SER (w/ SER); dashed curves are the vanilla
DP baseline (w/o SER). A clear pattern, consistent with the
residual decomposition in Theorem 1, emerges:

Low-noise regime (noise multiplier < 0.4 x 10~?). Here,
the DP noise injected per coordinate is small, so the total er-
ror is dominated by the projection error introduced by com-
pressing and reconstructing the data. In this regime, SER
can even increase MSE if the bottleneck is too tight; the
loss of information outweighs the modest noise reduction.
Consequently, retaining more subspace dimensions mono-
tonically lowers the error, and the gap between “w/” and
“w/0” SER narrows.

High-noise regime (noise multiplier > 0.9 x 1073).
When the privacy budget is tight, the additive Gaussian
noise dominates. Dimensionality reduction now acts as a
signal-to-noise enhancer: a lower-rank subspace filters out
much of the high-dimensional noise before reconstruction.
As a result, SER yields a pronounced MSE drop relative to
the baseline, particularly when only a few hundred compo-
nents are kept. Beyond this point, adding more dimensions
simply reintroduces noise and the benefit diminishes.
Intermediate-noise regime (~ 0.5 x 1073 to 0.8 x 107?).
At moderate noise levels, the two error sources balance each
other. The MSE curves adopt a classic U-shape, indicative
of a trade-off: MSE first decreases as noise is tamed by
projection, reaches a minimum at an optimal dimensional-
ity (typically 300-800 components), then increases again
as projection bias begins to dominate. This turning point
aligns with the crossover predicted by the dimensional-
reduction effect term in Theorem 1.

Together, these three regimes offer actionable insight

into how SER should be tuned in practice:

* When privacy is loose, favor a larger subspace or skip
SER entirely.

* When privacy is tight, reduce dimensionality aggres-
sively to suppress noise.

* For intermediate privacy budgets, select the number of



subspace dimensions that minimizes MSE.

We apply this same strategy to FashionMNIST and
CIFAR-10 (Figures 6 and 7), and observe analogous trends.

C. Qualitative Results

In Fig. 8, we present distilled samples from the CIFAR-
10, FashionMNIST, and MNIST datasets. Each row corre-
sponds to a distinct class, with all samples generated using
an IPC of 10 and a privacy budget of (1,1075).

D. Settings for Generating Auxiliary Datasets

D.1. Auxiliary Data Generation with Stable Diffu-
sion (SD) [22]

For the CIFAR-10 dataset, we generate auxiliary images us-
ing Stable Diffusion version 1.4 (SD-v1-4). The generation
process employs the following prompt for each category:

“A photo of a {category}”.

SD-v1-4 was trained on LAION-5B [25], a dataset that con-
tains no information related to CIFAR-10. Therefore, using
it to train CIFAR-10 is not considered a privacy leakage.
Representative image samples are illustrated in Fig. 9a.

D.2. Auxiliary Data Generation using Differen-
tially Private Diffusion Model

For MNIST and FashionMNIST we generate auxiliary
images with the Differentially Private Diffusion Model
(DPDM). Concretely, we train a Noise Conditional Score
Network (NCSN++)[28] for 50 epochs using Adam [13]
(no weight decay), a batch size of 64, and a learning rate
of 3 x 10~%. The trained network is then sampled with a
deterministic DDIM sampler [27] for 500 inference steps,
ensuring the entire procedure conforms to the prescribed
differential-privacy budget. We sample random images
from the auxiliary dataset in Fig. 9b and Fig. 9c.

D.3. Other Models as Auxiliary Data Generator

Beyond SD and DPDM, we evaluate DP-Diffusion and DP-
LDM as alternative generative models for producing auxil-
iary datasets under differential privacy constraints. In this
experiment, we generate synthetic data for MNIST, Fash-
ionMNIST, and CIFAR-10 using each model while main-
taining a fixed privacy budget (1,1075). To assess the im-
pact of dataset size, we vary the number of images per class
(IPC) between 10 and 50. The generated datasets are then
used to train downstream models, following the same eval-
uation protocol as in previous experiments. The results are
shown in Appendix D.3.

Table 4. Comparison of DP-based generative models for SER.

DPDM DP-Diffusion DP-LDM
Dataset IPC=10 IPC=50|IPC=10 IPC=50 |IPC=10 IPC=50
MNIST 96.4 96.7 96.3 96.7 96.3 96.8
FashionMNIST | 80.1 83.1 80.5 83.0 80.8 83.4
CIFAR-10 47.8 51.5 47.5 51.0 48.2 51.2

D.4. Controlling for the Impact of Extra Informa-
tion in DP-Based Generative Models

To isolate the effect of additional information introduced by
different generative models, we compare our method with
DPDM, DP-Diffusion, and DP-LDM under the same pri-
vacy budget of (1,1075). This comparison helps determine
whether simply using these models for downstream training
provides sufficient utility or if our method introduces mean-
ingful improvements beyond what these baselines achieve.
The results are shown in Appendix D.4.

Table 5. DP-based enerative models as baselines.

Dosser DPDM DP-Diffusion DP-LDM
Dataset IPC=10 IPC=50 |IPC=10 IPC=50|IPC=10 IPC=50|IPC=10 IPC=50
MNIST 96.4 96.7 69.1 70.5 72.3 74.8 71.5 73.6
FashionMNIST | 80.1 83.1 59.7 63.6 60.2 65.1 61.1 64.9
CIFAR-10 50.6 52.3 10.0 9.9 10.0 10.0 10.0 10.2

E. Discussion
E.1. Why Not DP-PCA for SER?

One may argue that, instead of learning a fixed projection
from auxiliary data, we could simply run DP-PCA at ev-
ery iteration to discover the informative subspace on-the-fly.
However, because the extractor is randomly re-initialized
each iteration, its output lies in a fresh feature space. Per-
forming DP-PCA on every feature batch would therefore re-
quire an independent DP query each time. With a total bud-
get (€,0) split across [ iterations, each PCA call receives
only ¢/I privacy, which completely drowns the signal and
devastates downstream accuracy.
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Figure 5. MNIST: MSE of mean estimation as a function of retained subspace dimensions and noise multiplier. Each subplot
corresponds to a different noise multiplier (privacy level). The horizontal axis shows the number of retained subspace dimensions; the
vertical axis shows mean-squared error (MSE). Solid curves are our method with SER; dashed curves are the vanilla DP baseline.
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Figure 6. FashionMNIST: MSE of mean estimation versus subspace dimension and noise multiplier. Plot settings match Fig. 5.
FashionMNIST exhibits the same qualitative behavior: SER offers little benefit in the low-noise regime, achieves a clear optimum in the
intermediate regime (300-800 components), and substantially reduces MSE under tight privacy budgets (high noise multipliers).
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Figure 7. CIFAR-10: MSE of mean estimation versus subspace dimension and noise multiplier. Despite the higher input dimension-
ality of CIFAR-10, the same trends appear: SER markedly lowers the MSE when privacy is tight (high noise), has diminishing returns as
more subspace dimensions are added, and converges to the baseline when privacy is loose.
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Figure 9. Sample auxiliary datasets.
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